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Executive summary 
The vast majority of IT security professionals experienced an increased 
workload in 2021. A rapid shift to a remote workforce in 2020 was a factor, 
but the leading cause in 2021, according to the surveyed IT professionals, 
was the accelerated adoption of cloud infrastructures coupled with 
continued high rates of cyberattacks. Most IT professionals also say that 
cyberthreats  designed for the cloud represent the biggest obstacle to cloud 
adoption. At the same time, the number of security alerts being investigated 
continued to grow along with false positives, taking significant time away 
from already overloaded IT professionals. Unfortunately, the increase in 
workload has adversely affected the IT security professionals’ ability to keep 
company resources safe and secure. 

As a step in the right direction, IT security professionals are relying on threat 
storyboards to identify the details of how a breach has occurred so they 
can prevent similar attacks in the future. However, they are hindered by 
the complexity of creating threat storyboards, often outsourcing the work 
to third party experts. They are also hindered by the fact that storyboards 
are often created post-breach. While better preparing IT teams to identify 
future attacks, storyboarding after a breach does little to prevent in-
progress or imminent attacks. Hence, an overwhelming majority of IT security 
professionals are seeking solutions that can automatically generate threat 
storyboards in real time. 

Looking to the future, the majority of organizations are accelerating and/
or expanding their cloud deployments. For many organizations, these 
deployments also include multi-cloud, which take advantage of the flexibility 
and capabilities offered by different Infrastructure-as-a-Service (IaaS) 
solutions, from Amazon Web Services (AWS) to Google Cloud Platform 
(GCP) and Microsoft Azure. Not surprisingly, the majority of IT security 
professionals identified cybersecurity challenges related to the cloud as the 
leading cause for concern across all types of cloud deployments.

It’s not all doom and gloom however for IT security professionals. The 
majority of professionals surveyed were optimistic about their organization’s 
security readiness for 2022. Their optimism stemmed from new cybersecurity 
solutions designed for the cloud that specifically detect and stop multi-
stage, zero day, and other cloud attacks in process.  

Key report findings 
n   Approximately 63% of IT professionals believe cyberthreats designed for 

the cloud represent the biggest obstacle to cloud adoption

n   66% of IT professionals say cloud adoption is the biggest contributor to 
the increase in IT security workload

n   70% of IT professionals say that the change in work model has made it 
more difficult to keep company resources secure

n   59% of all cybersecurity incidents and alerts investigated turn out to be 
false alarms or benign activities

n   60% of IT security professionals employ third party services to create 
threat storyboards after a breach

n   71% of IT security professionals find new cybersecurity tools for the cloud 
give them confidence in their cybersecurity readiness for 2022

About the survey

In December 2021, Confluera commissioned an independent research 
firm to survey 200 US IT professionals using a national network of verified 
panel providers. The margin of error for this study is +/-5.9% at the 95% 
confidence level.
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Expansion of cloud  
and  multi-cloud 
environments 
66 percent of IT professionals surveyed said 
that cloud adoption is the biggest contributor 
to the increase in their IT security workload. As 
organizations changed their strategy in 2021 
to support prolonged or permanent support of 
remote and virtual workforces, the adoption of 
cloud services greatly accelerated.

The overwhelming majority (97%) of IT 
security professionals responding to our survey 
confirmed that their cloud strategy includes 
the expansion of cloud deployments. Not only 
is cloud deployment expanding in scale, but 
it’s also expanding across platforms such as 
AWS, Google Cloud and Azure. The results are 
consistent with the growing trend of adopting 
multi-cloud services to support the diverse 
needs of the organization.

IT professionals identified cybersecurity 
concerns as the main challenge for general 
cloud as well as multi-cloud adoption. 
Approximately 63% of IT professionals named 
cyberthreats that are designed to target cloud 
services as the top obstacle to cloud adoption. 
Similarly, 69% of IT professionals identified the 
need for consistent security coverage across all 
cloud infrastructures as the biggest barrier to 
multi-cloud adoption.

It is evident that many organizations must 
address the cybersecurity challenges unique 
to the cloud before they can wholeheartedly 
execute on their cloud strategy.

Overwhelming majority of organizations 
expanding cloud deployments

97% of IT security professionals say that their organization’s 
cloud strategy includes expansion of cloud deployments.

Cybersecurity concerns 
represent the biggest 
challenge to multi-cloud 
adoption

69% of IT security professionals identified 
cybersecurity coverage across all cloud 
infrastructure as the primary challenge to 
multi-cloud adoption, well ahead of other 
challenges.

Cybersecurity concerns are 
the primary obstacles to 
cloud adoption

Top two obstacles for organizations’ cloud 
strategy are related to cybersecurity. Concerns 
about threats designed to target the cloud top 
the survey with 62.5% of respondents naming 
these as a key challenge.
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Increased workload 
leading to decreased 
security effectiveness 
2021 was the first full year where organizations 
had to cope with the new remote work model. It 
was also the year in which many organizations 
started to view the new work model as a long-
term necessity versus a temporary stopgap. 
This shift in how organizations conduct 
business has naturally increased IT staff 
workload.

It should come as no surprise that 85% of IT 
professionals surveyed experienced increased 
workload due to needing to support a changing 
work model. The change in work model and 
subsequent increase in workload also had a 
negative effect on organizations’ cybersecurity 
readiness. More than 69% of IT professionals 
said that they find it more difficult to keep 
valuable resources secure due to these new 
challenges.

As an inevitable requirement to support 
remote users, secure access to company 
resources ranks high as an area of concern 
for IT professionals. But it isn’t the number-
one challenge: the leading cause of increased 
workload stems from the adoption of cloud 
services, with more than 65% of survey 
respondents naming it as a cause.

IT security workload increases 
due to remote work

85% of IT security professionals said that they 
experienced increased workload due to the 
shift in work model that required supporting 
remote workers.

Cloud adoption is the biggest 
contributor to IT security 
workload

Cloud or IaaS adoption is considered the 
leading contributor to the increase in IT 
security workload, with more than 65% of 
respondents naming this as a cause.

New work model reduces 
ability to protect resources

More than 69% of IT security professionals 
said that they find it more difficult to keep 
company resources secure due to the change 
in work model.
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Dangers of false 
positives and  
alert fatigue 
Despite the many advances made in the 
cybersecurity industry in 2021, alert fatigue 
continues to be a pervasive problem. When 
faced with additional responsibilities and 
workloads, the amount of time spent 
investigating alerts — and, more specifically, 
false positive alerts — can spell disaster for an 
organization’s overall cybersecurity posture.

As a result of many legacy cybersecurity 
solutions that equate increased alerts to 
increased visibility, IT security professionals 
spend approximately 54% of their time or 
more than 2.5 days a week simply investigating 
security alerts. Of those investigations, 
approximately 59% turn out to be false 
positives or simply benign activities.

Having experienced these challenges firsthand, 
IT security professionals have a specific wish 
list of cybersecurity capabilities to address 
the backlog of alert investigations. A solution 
that only bubbles up “real” alerts tops the list, 
with 62.5% of IT security professionals naming 
this request, which is followed by a solution 
that highlights the entire threat progression 
or trail of activities (56.5%). Perhaps not 
surprisingly, respondents didn’t view legacy log 
management solutions as effective solutions to 
address current challenges.

Many IT professionals are looking to new 
solutions and capabilities to address the 
current alert investigation challenges – 
enabling them to work smarter, not harder.

Majority of IT security time 
spent on alert investigation 

IT security professionals spend approximately 
54% of their time investigating security alerts.

High rate of false positives 

More than half of all investigations turn out 
to be false positives. 

Solutions offering bigger 
and better security picture 
considered most effective 

IT security professionals believe a solution 
that bubbles up only alerts that require 
investigation to be the most effective solution 
to address the backlog of alert investigation. 
They also named threat progressions and 
solutions that provide more context to an alert 
as key needs.
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Piecing it all  
together with  
threat storyboarding 
Making sense of seemingly unrelated events 
and alerts to craft a cohesive story of an attack 
is the goal for many IT security professionals. 
The resulting threat storyboard paints a 
picture of how a particular cyberattack started 
and progressed through an infrastructure. 
Unfortunately, IT teams often create threat 
storyboards as part of a forensic investigation 
after a breach has already occurred.

An overwhelming majority of IT security 
professionals (90%) responding to our survey 
create threat storyboards. Many organizations, 
however, do not have the resources, tools, or 
know-how to accurately create them. As a 
result, close to 60% of IT security professionals 
we surveyed rely on third party services that 
specialize in creating threat storyboards.

Threat storyboards provide tremendous 
value in enabling organizations to quantify 
the impact of a recent breach and create an 
opportunity to improve security readiness 
for future cyberattacks. Unfortunately, until 
recently, accurate threat storyboards were only 
able to be created after an incident in which 
the organization has already suffered a breach.  

Almost all (98%) IT professionals in our survey 
said that they would find a security solution 
that automatically creates threat storyboards 
in real time to be a useful tool in their arsenal. 
Such a tool eliminates not only labor-intensive, 
manual effort but also the use of costly third 
party services. It would enable IT professionals 
to get ahead of the cyberattack in real time 
and stop the attack before a breach can occur.

Automated threat storyboarding 
technology highly sought after 

98% of IT professionals surveyed would find a security tool that 
automatically creates threat storyboarding in real time to be useful.

Majority of 
organizations create 
threat storyboards 

90% of IT security professionals 
surveyed create threat storyboards.

Third party services 
used for threat 
storyboarding 

Almost 60% of all IT security 
professionals surveyed rely on third 
party services to create threat 
storyboards after an incident.
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Optimism in 2022 
Despite the many challenges identified by IT 
professionals in 2021 — ranging from increased 
workloads to continuing alert fatigues and 
cloud security concerns — it was also a 
year of many cybersecurity innovations. 
However, a question remains unanswered: Are 
organizations sufficiently prepared to combat 
these obstacles in 2022?

The future is looking bright according to 
84% of IT professionals in our survey who 
feel optimistic about their organizations’ 
cybersecurity readiness for 2022. This optimism 
seems largely based on the new tools and 
innovations available in the market. More 
than 70% of IT professionals pointed to new 
cybersecurity tools specifically designed for 
the cloud. IT professionals also identified 
detection and response solutions for the cloud 
(like Confluera CxDR) as the most exciting 
innovations in the industry.

With the importance of cloud infrastructure 
in organizations’ futures, it’s no coincidence 
that IT professionals’ cybersecurity optimism 
is based on security solutions and innovations 
designed specifically for the cloud.

Confidence in cybersecurity 
readiness for 2022 

84% of IT security professionals surveyed feel very 
optimistic about their organizations’ cybersecurity 
readiness for 2022.

New cybersecurity tools for 
the cloud fuel confidence in 
cybersecurity readiness 

70.5% of IT security professionals’ confidence 
in cybersecurity readiness for 2022 stems 
from new cybersecurity tools available for the 
cloud.cybersecurity readiness for 2022.

Detection and response 
solution for the cloud 
considered top cybersecurity 
innovation 

59% of IT security professionals in our 
survey identified detection and response 
solutions for the cloud (or CxDR) as one of 
the most exciting cybersecurity innovations. 
This platform was closely followed by 
automatic and real-time creation of threat 
storyboarding (55.5%).

84.0%98.0%

58.7%53.9%69.5%85.0%97.0%

Page 4.1Page 3 Page 4.2

Page 6.2Page 6.1

Page 5.1 Page 5.2

Page 7

90.0%

59.5%

Detection and Response solution 
designed for the cloud, or CxDR

Automatic creation of threat 
storyboarding in real time

Distilling alerts down to one
associated with "real" threats

Applying AI and machine
learning to cloud security

Other

59.0%

55.5%

45.0%

31.0%

2.5%

New cybersecurity tools for the cloud

New tools coming to market to 
streamline security investigation

A year of experience in dealng with 
changes in business processes

Other 

70.5%

63.5%

36.5%

4.5%

Solution that filters and bubble up
only alerts requiring investigation

Solution that highlights threat 
progressions versus individual alerts

Solution that offers more context to an 
alert, including events from other sources

Hire more IT security staff

Scalable SIEM or other log/alert 
management solution

Other

62.5%

56.5%

52.0%

28.0%

22.0%

3.0%

Cloud IaaS Adoption

Secure remote access to resources

New cyberthreats

Virtual workforce

Other

65.5%

63.5%

51.5%

37.5%

3.0%

Consistent cybersecurity coverage 
across all cloud infrastructures

Resources to manage multiple cloud 
infrastructures

Difficulty in detecting threats from the 
cloud infrastructure

Cost and budget constraints

Others

69.0%

49.5%

44.5%

20.5%

0.5%

Cyberthreats designed to target cloud

Lack of cybersecurity solutions that can
protect different cloud environments

Limited resources to migrate to the cloud

Limited resources to manage the cloud

Others

62.5%

60.0%

38.5%

18.0%

1.5%

Page 3.2 Page 3.3

Page 7.2 Page 7.3

Page 4.3

Page 5.3

Detection and Response solution 
designed for the cloud, or CxDR

Automatic creation of threat 
storyboarding in real time

Distilling alerts down to one
associated with "real" threats

Applying AI and machine
learning to cloud security

Other

59.0%

55.5%

45.0%

31.0%

2.5%

New cybersecurity tools for the cloud

New tools coming to market to 
streamline security investigation

A year of experience in dealng with 
changes in business processes

Other 

70.5%

63.5%

36.5%

4.5%

Solution that filters and bubble up
only alerts requiring investigation

Solution that highlights threat 
progressions versus individual alerts

Solution that offers more context to an 
alert, including events from other sources

Hire more IT security staff

Scalable SIEM or other log/alert 
management solution

Other

62.5%

56.5%

52.0%

28.0%

22.0%

3.0%

Cloud IaaS Adoption

Secure remote access to resources

New cyberthreats

Virtual workforce

Other

65.5%

63.5%

51.5%

37.5%

3.0%

Consistent cybersecurity coverage 
across all cloud infrastructures

Resources to manage multiple cloud 
infrastructures

Difficulty in detecting threats from the 
cloud infrastructure

Cost and budget constraints

Others

69.0%

49.5%

44.5%

20.5%

0.5%

Cyberthreats designed to target cloud

Lack of cybersecurity solutions that can
protect different cloud environments

Limited resources to migrate to the cloud

Limited resources to manage the cloud

Others

62.5%

60.0%

38.5%

18.0%

1.5%

Page 3.2 Page 3.3

Page 7.2 Page 7.3

Page 4.3

Page 5.3



Confluera Cloud Cybersecurity Survey Report 2022   8

ABOUT CONFLUERA Confluera is the only vendor that offers real-time sequencing of various attack steps found in modern cyberattacks. Confluera’s patented machine learning 
technology automates the tedious and error-prone task of correlating events, removes the complexity of manual analysis of multiple systems, and provides a high degree of 
detection accuracy not previously possible. To learn more about Confluera’s award-winning solution, visit www.confluera.com.

Conclusion 
Organizations across all industries have gone through unprecedented transformation in 2021. Our survey results suggest that the adoption of cloud 
services is the leading cause of security concerns for IT security professionals. As organizations accelerate their cloud adoption and expand their 
strategies to include multi-cloud, cybersecurity exposure can and will throw the proverbial monkey wrench into their plans. Layer on top the ever-
increasing investigation of false alerts and the resulting alert fatigue, and organizations can easily find themselves with the need to continually 
innovate yet be unable to do so due to the security implications. 

Our survey also suggests that many IT leaders are following sound practices and have even identified specific solutions that can meet their needs. 
For example, practically all IT professionals surveyed are creating threat storyboards following a cybersecurity incident. They also recognize the need 
to create threat storyboards in real time, which would enable them to take actions to prevent an attack from progressing further. They also recognize 
the need for cybersecurity solutions focused on combatting threats that specifically target cloud services as they undergo cloud expansion at scale 
and support multiple clouds.

Based on the findings from this survey, there are several steps that organizations should take to improve their cybersecurity posture for 2022:

n   Evaluate current cloud expansion plans, including multi-cloud, to assess overall cybersecurity readiness as part of overall cloud strategy 

n    Identify a security solution that can bubble up only relevant alerts and present them as a threat progression to address the backlog of security 
alert investigations

n    Identify security solutions that offer real-time threat storyboarding to alleviate the shortage of IT security professional resources and enable 
proactive security coverage

n   Seek out solutions designed specifically for the cloud and its unique characteristics
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